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HoanTuka nHGOPMANOHHON 6€30aCHOCTH

1. O6mme noaoxenus

[Nonutnka wunHbopmanmonHoi 6Oe3omacHoctn ['BOY  gerckoro cama Ne 74 Kuposckoro paiioHa
Cankrt-IlerepOypra (nanee — JIOY) onpezenser meiau 1 3aiauu CUCTEMbI 00ecIIedeHUs HH(POPMAIIMOHHOM
0€30MacCHOCTH ¥ YCTaHABJIMBAET COBOKYITHOCTh MPABHII, TIPOLIEAYP, TPAKTHUECKUX MIPUEMOB, TpeOOBaHHN
Y PYKOBONAIIMX TPHUHIMIIOB B obnmactu uH(OpmMaimoHHoi Oe3omacHoctn (mamee - UbB), kotopeimu
PYKOBOJICTBYIOTCSI pA0OOTHHKH IIKOJIBI IPU OCYIIECTBICHHU CBOCH JIEITEINbHOCTH.

Ocnosroii neneto [onurnkn undopmarmonnoii 6e3onacuoctu JJOV sBnsiercs 3amura HHOOPMALIUY MTPH
OCYIIECTBIICHUN YCTABHOM JESITEIBHOCTH, KOTOpas MpeaycMaTpUBAET MPHHATHE HEOOXOIUMBIX MEp B
HEeNsAX 3aIluThl MHGOpMAIMM OT CIy4alHOrO WJIM TpPEIHAMEPEHHOTO W3MEHEHUS, DPACKPBITUS WIN
VHHUYTOXKEHHS, a TaKkKe B IIEISIX COONIOACHUS KOH(HICHIIMAILHOCTH, HEIOCTHOCTH M JIOCTYIMHOCTH
nHpOpMAITH, 00ECIICUCHHUS MTPOIIecca aBTOMATH3UPOBAHHOM 00pa0OTKH TaHHBIX B YIIPABICHUH.

IMonuTrka WHPOPMAMOHHOW Oe30MacHOCTH pa3paboTaHa B COOTBETCTBHH C: YKa3zoM lIpesupenta
Poccniickoit @enepannu ot 1 mas 2022 . N 250 "O nomoJHUTETBHBIX MEpaxX MO 00ECTICUCHUIO
nHpopManmonHoi O6e3omacHocT Poccuiickoit denepanuu'; denepanbHbIM 3aKOHOM OT 27 HIOJIS
2006r. Ne 149-®3 «O6 wmHbOpManyy, WHOOPMANMMOHHEIX TEXHOJIOTHSAX M O 3aIUTe W HHOOPMAITUN,
OenepanbHbIM 3aK0HOM OT 27 wmromst 2006r. Ne 152-03 «O mepcoHadbHBIX NAaHHBIX», DemeparbHBIM
3akoHOM OT 10 staBapst 2002r. Ne 1-®3 «OO6 smekTpoHHON IMGPOBOH moanuchy», Yka3oM IlpesumeHTa
Poccuiickoit ®enmepanmn ot 6 wmapra 1997r. Ne 188 «OO6 yrBepxxnenuu Ilepeunst cBeneHuit
KoH(HUIEHITHATEHOTO Xapaktepa», lloctanoBmennem IlpaButensctBa P® Ne781 or 17.11.07r. «O6
YTBEPXKICHUHU TONIOXKEHHsI 00 oOecreueHnr 0e30MacHOCTH MePCOHANBHBIX JaHHBIX NP WX 00paboTKe B
MH()OPMAITMOHHBIX CHCTEMaX IEepPCOHANBHBIX NaHHBIX», llocTranoBnenue IlpaBurenscrBa PO Ne687 ot
15.09.08r. «O6 ytBepxknenun llomoxkeHnss 00 OCOOEHHOCTSIX 00OpaOOTKH IEePCOHANBHBIX JaHHBIX,
OCyIIecTBIIEMON 03 UCMONB30BaHMs CPENCTB aBTOMATHU3AIMM» a TAKXKE PAJOM WHBIX HOPMATHUBHBIX
MIPaBOBEIX aKTOB B cpepe 3amuTsl HHPOPMAIIHH.

OTBETCTBEHHOCTH 3a COOMIOeHnEe NH(OPMAITMOHHON O€30IMacHOCTH HeceT Kaxpiid corpynauk JJOY. Ha

JINII, pa6OTaIOII_II/IX 10 AOroBOpaM TIpaKAaHCKO - IPaBOBOI'O XapaKTepa, IMOJIOKCHUA HaCTOHH.IeI\/'I IIOJIMTHKH

pacnpoCTpaHAOTCA B Cliydac, €CIIN 3TO O6yCJ'IOBJ'I€HO B TaKOM J0T'OBOpPEC.

2. Ilean ¥ 3a1a4M NOJIMTHKH HHOPMAIMOHHOI Ge30macHoCTH

2.1.

OcHOBHBIMU 1ieIsIMHU ONMUTUKY Vb sSBIIsroTCS:
COXpaHeHHe KOH(DHICHIIMATLHOCTH KPUTHYHBIX HH()OPMAITMOHHBIX PECYPCOB;
o0ecrieueHme HelIPEPhIBHOCTH JIOCTYIa K HH(popMaHoHHBIM pecypcam [0V
3aImuTa IeJ0CTHOCTH MH(OpMaIMK ¢ LeNblo nonepkanus Bo3MoxkHoctd JIOY 1o okazaHuio yciyr
BBICOKOT'O Ka4eCTBA U MPUHATHIO 3P PEKTUBHBIX yIIPABICHYSCKUX PEIICHUH;
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MOBBIIICHE OCBEIOMIICHHOCTH TIOJNb30BaTeleld B 00JacTH PUCKOB, CBSA3aHHBIX ¢ MH(POpMAIIMOHHBIMU
pecypcamu [0V
ONpE/ICIeHHE CTeNEeHH OTBETCTBEHHOCTH M OOS3aHHOCTEH COTPYAHHKOB IO  OOECIICUEHHIO
nH(POPMATMOHHON 0€30MacCHOCTH.
MOBBIIIEHUE YPOBHsI 3(p(HEeKTUBHOCTH, HEMPEPHIBHOCTH, KOHTPOIMPYEMOCTH MeEp IO 3aIIUTE OT PeaTbHbIX
yrpo3 Ub;
MpeAO0TBpalleHNE U/UIH CHUKEeHHe yiepOa ot nHuuaentos 1b.

. OcHoBHBIMH 3aauamu moauTuku Ub siisrorcest:
pa3paboTka TpeboBanwmii o odecrneueHuo Ub;
KOHTPOJIb BBITIOJHEHHSI YCTaHOBJIEHHBIX TpeOoBaHuii o obecrnieuenuto Ub;
noBbIeHrEe 3P PEKTUBHOCTH, HEMTPEPBIBHOCTH, KOHTPOIUPYEMOCTH MEPONPHUATHHI 110 0OECTICUEHUIO 1
noanepxxanvto Ub;
pa3paboTka HOPMATHBHBIX JJOKYMEHTOB Juis obOecriedenuss Wb 1IKombl; BBISABICHUE, OICHKA,
MIPOrHO3MPOBAHMKE U MPeOTBpalleHue pean3anuy yrpo3 b mkomsr;
OpraHu3anys aHTUBUPYCHOW 3aIIMTHl HHPOPMAIIOHHBIX PECYPCOB HIKOJIBI;
3ammra wHpopMmanuu JOY or HecankumonupoBaHHoro pgoctyma (maiee- HCJ) u yredku mo
TEXHUYECKUM KaHaJlaM CBSI3H;

3. KonuenTtyajibHasi cxema ofecredeHnsi HHOPMAIMOHHOI Ge30macHOCTH

3.1

3.2.

3.3.

[Monmutnka b IOY HamnpasiieHa Ha 3aIMTY HHPOPMAIIMOHHBIX PECYpPCOB (aKTHBOB) OT YTPO3, HCXOJSIINX
OT MPOTUBOIPABHBIX )ICfICTBI/IfI 3JIOYMBIIIJICHHUKOB, YMCHBIICHHUEC PUCKOB U CHUXXCHHUE ITOTCHIIUAJIBHOT'O
Bpeda OT aBapwid, HEMPEIHAMEPEHHBIX OIMMUOOYHBIX AeHCTBUN coTpymHukoB JIOY, TexHHUeCKHX cOOCB
ABTOMATH3WPOBAHHBIX CHCTEM, HEMPABWIIBHBIX TEXHOJIOTWYECKHMX M OpPTaHM3AlMOHHBIX pPEHIeHHHd B
Tporieccax IMoucKka, coopa XpaHEeHHs, 00pabOTKH, MPETOCTABICHUS W paclpoCcTpaHeHH WH(popManuu u
obecreueHme 3P HEeKTUBHOTO U OecIiepeOOMHOro IIpoItecca AesITeIbHOCTH.

HaunbonbmuMy BO3MOXKHOCTSIMH I HAHECEHUs ymepba obmamaer codctBeHnblil iepcoran JJOY. Puck
aBapuil U TEXHHYECKUX COOCB B aBTOMATU3UPOBAHHBIX CUCTEMAX OMPEACISIETCS] COCTOSIHUEM aIMapaTHOrO
obecrieyeHus, HAJASKHOCTBIO CHCTEM DOHEPrOCHAOKEHHS U TEINCKOMMYHHKAIMH, KBalM(HUKaIUuen
COTPYIHHKOB M HMX CIOCOOHOCTBIO K aJCKBATHBIM WM HE3aME/UIMTENBHBIM JISUCTBHSM B HEINTATHOU
CUTYaIWH.

Crparerus obecnieuenus Mb JIOY 3axmodaercs B HCIOMB30BAHWH 3apaHee pa3paOOTaHHBIX Mep
MIPOTUBOJEHCTBHSI aTakaM 3J0yYMBIIIIEHHUKOB, a TakKe MPOrpaMMHO-TEXHHYECKHUX U OPTaHU3aIMOHHBIX
pelIeHuH, TO3BOJISIONINX CBECTH K MUHUMYMY BO3MOJKHBIE TIOTEPH OT TEXHHYECKUX aBapHil U OIIMOOTHBIX
JEICTBUN COTPYIHUKOB IIKOJMBI.

4. OcHoBHBIC NPUHIMIIBI 06ecTiedeHns! HHPOPMANMOHHOI 6e30I1ACHOCTH

4.1.

OcHoBHBIME TIpuHITHITAaMU obecniedenus Ub:

MOCTOSIHHBIN M BCECTOPOHHHUM aHaJIN3 aBTOMAaTU3UPOBAHHBIX CUCTEM U TPYJOBOI'O IIPOLIECcCa C IEIbI0
BBISIBJICHHS YA3BUMOCTH MH(OpMaMOHHBIX akTuBoB IOV

CBOEBPEMEHHOE OOHapy)XeHHe MpolieM, MOTEeHUHAIbHO cnocoOHbIX mnosnusate Ha Wb IOV,
KOPPEKTUPOBKA MOJENEH YIpo3 U HapyIINTEIs;

pa3paloTKa U BHEAPEHHE 3aIUTHBIX Mep;

KOHTPOJb 3P PEeKTUBHOCTH NPUHUMAEMBIX 3aIUTHBIX MED;



*  mepcoHU(UKANNS U pa3/IeICHUE POJICH U OTBETCTBEHHOCTU Mex 1y coTpynaukamu JIOY 3a obecrieueHme
b JOVY ucxomut u3 MpUHIUIA MMEPCOHATBLHON M E€AMHOIMYHON OTBETCTBEHHOCTH 3a COBEpILIAEMbIC
orepaluu.

5. O6beKTHI 3aMHUTHI
5.1. O6bexramu 3ammUTHI ¢ Touky 3penus b B ylpaBieHuy SBIISIOTCS:
. WH(OPMAINOHHBIH IIpouecc npodeccuoHaTBLHOM
JeATEeIbHOCTH;
*  uH}popmManroHHsble akTuBHl JJOVY.

5.2. 3ammmaemas nHPOPMALMS JETUTCS HA CIIELYIOIIUE BUJIBL:

*  uHpopMaIys Mo GUHAHCOBO-IKOHOMHUYECKOi AesTenbHocTh JJOY;

*  TepcOHaNIbHBIC TaHHbBIE — JIF00as MH(OpMAaIKs, OTHOCSINASCS K ONPEACICHHOMY WM ONPEeIsieMOMY
HA OCHOBAaHWHW TaKOH WMHpOpManuu (GU3NUECKOMY JHIY (CYOBEKTY MEepCOHANBHBIX JaHHBIX), B TOM
qucie ero (ammiMs, MMs, OTYECTBO, TOJ, MECAl, JaTa U MECTO POXJIEHUs, ajpec, CeMeHHOe,
COLMaBbHOE, UMYILIECTBEHHOE MOJI0KEHne, 00pa3oBaHue, mpodeccus, J0X0Ibl, Apyras HHPOpMaus;

*  7apyras nHGOpMAIs, He OTHOCSINASCS HU K OJJHOMY M3 YKa3aHHBIX BBIIIIEC BUJIOB, KOTOpas
orMedeHa rpudom «list ciryxeOHOro monbp3oBaHus» win «KoHpuaeHnnansHo».

6. TpeGoBanus no nHoOpMALMOHHOIi Ge30maACHOCTH

6.1. B orHOmeHHH BceX COOCTBEHHBIX I/IH(bopMauI/IOHHLIx aktuBoB JIOY, akTHBOB, HAXOIAIIUXCS IIOJ
koHTposieM JIOY, a TakKe aKTHBOB, MCIIOJNb3YEMbIX IJIS IOJAY4YeHUs aoctyma K uHppactpykrype 0V,
JOJDKHA OBITH OIpe/eNieHa OTBETCTBEHHOCTh COOTBETCTBYIOMIEro corpyaauka JJOY. Undopmarus o cmene
BIIQJICNTBIICB AKTHBOB, UX paclpeeNieHNH, U3MEHEHHUIX B KOHQHUTYPAIlUK U UCIIONIL30BAHHH 3a TIPE/IeaMu
JOY nomkHa TOBOIUTECS A0 CBEICHUS PYKOBOIUTEIIS.

6.2. Bce pa6orsl B ipeaenax JJOY H0MKHbI BHINOTHATHCS B COOTBETCTBUM ¢ ODUIIMATBHBIMY J0IKHOCTHBIMU
00s13aHHOCTSIMH TOJIBKO Ha KOMITHIOTEPAX, Pa3peIeHHBIX K HCITOIb30BAHHIO.

6.3. Bce nanuble (KOHQUACHIMATBHBIE MM CTPOro KOH(HIAEHIHANbHEIE), cocTapisomme Taiiny JIOY u
XpaHsIIuecs Ha XKECTKUX JUCKaX TOPTATHBHBIX KOMIIBIOTEPOB, TOJDKHBI OBITh 32l (POBAHbI.

6.4. PykoBoauTenu moxpa3aeneHui JOKHBI IEPHOTMIECKH TTepecMaTpUBaTh MpaBa JOCTYIa CBOUX
COTPYAHHUKOB U JPYTUX MOIB30BaTENEH K COOTBETCTBYIOIINM HH(POPMAIIMOHHBIM peECypcam.

6.5. B nemsx obecredenus CaHKIMOHMPOBAHHOTO JOCTyNa K MH(OPMAIMOHHOMY pecypcy, 0060 BXO1 B
CHCTEMY JIOJDKEH OCYILECTBISITHCA C UCIOIb30BAHUEM YHHKAIBHOIO MIMEHH ITOJIb30BATENS U [TApOJIs.

66 Ilonp30BaTenu JAOJDKHBI PYKOBOACTBOBATHCA PECKOMCEHAALUAMUA I10 3allIUTC CBOCT O MAPOJIA Ha ITAIl€ €ro
B1>160pa U TOoCJICAYIOIICTr0 HCIIOJIb30BaHU. 3anpemaercsl COO6H_IaTI> CBOM napoJjib ApYrum JiMnam HJin
npeaoCTaBJIATh CBOKO YYCTHYIO 3allUCh JPYI'UM, B TOM YUCIIC WICHAM CBOEH CEMBbH U OJU3KUM.

6.7. B npomecce cBoeii paGoOTHI COTPYIHUKM 00A3aHBI TOCTOSIHHO MCIIOJIB30BaTh PEXUM "DKPaHHOI 3acTaBKK"
C MapoJibHOM 3ammuTOol. PekoMeHiyeTcs ycTaHaBIMBAaTh MAKCUMAIBHOE BpeMs "mPOCTOs" KOMITbIOTEPA 10
MOSIBJIEHUS SKPaHHOW 3aCTaBKH HE OJbIIE 15 MUHYT.

68 ILOCTyH K CCTH I/IHTepHeT obecrieunBaeTcs TOJIBKO B MPOU3BOACTBCHHLIX ICIAX W HC MOXCT
HCIIOJBb30BaThCA AJIA HE3aKOHHOM ACATCIbHOCTH.



Pexkom CHAOBAHHBLIC ITpaBUJIa:

. corpyaaukam JIOY paspemaercs HCIONb30BaTh CeTh VHTEpHET TOJNBKO B CIIY)KEOHBIX IIEISIX;

®  3ampemaercs rnoceuieHue Io0oro caiita B cetn VHTEpHET, KOTOPBIA CUMTAETCS OCKOPOUTEIBHBIM
Uil OOIIECTBEHHOI'0 MHEHHMS WM COAEPKUT MH(OPMAIMIO CEKCYalbHOTO XapakTepa, Mpomaraniy
pPacoBoil HEHaBHCTH, KOMMEHTApUH 110 TOBOAY Pa3iUYHs/TIPEBOCXOCTBA TMOJIOB, JUCKPEAUTHUPYIOIINE
3asBJICHUS WM HMHBIE MaTepHallbl C OCKOPOUTENHFHBIMU BBICKAa3bIBAHHSAMH MO TIOBOAY Ybero-mubo
BO3pacTa, CeKCyallbHOM OpWEHTAI[UH, PETMTHO3HBIX WM MOJUTHYECKHX YOSKICHUH, HAIIMOHAIBHOTO
MIPOUCXOKICHUS WIIN HEZEeCIIOCOOHOCTH;

®  paGora corpynnukos JJOY ¢ MHTepHET-pecypcaMu IOMYCKaeTcs TOIbKO PEKMMOM HPOCMOTpa

nH(pOPMAITUH, UCKITIOYast BO3SMOKHOCTH nepeaayn napopmanuu JJOY B cets MHTEpHET;

COTpyAHHUKaM, UMCHOIINM JIMYHBIC  YYCTHBLIC 3aIlncCu, MMPpEAOCTABJICHHBIC HYGHH‘IHHMI/I
MpoBaiijiepaMu, He pa3peliacTcs MoJib30BaThCsl UM Ha 000py10BaHuH, puHapiexkariem JJOY;

®  corpyanuku JIOY nepen OTKPHITHEM MIIM PACIPOCTPAHEHHEM (aiijioB, TIONTYYEHHBIX YEPE3 CETh

® sanpemen goctyn B MHTEpHET Yepes

HuTepHer, N0MKHBI IPOBEPUTH UX HA HAJTMYUE BUPYCOB;
cetb JIOY st Bcex NHI, HE SBISIONMIUXCS COTPYAHHKAMH IIIKOJBI, BKJIIOYAsl UYJICHOB CEMbU

COTPYIHUKOB.

6.9. AnMuHMCTpaTOp MMEET IPaBO KOHTPOIMPOBAThH COEPKAHME BCErO MOTOKA MH(POPMAIUH, TPOXOSIIEH
Yyepe3 KaHaJl CBSI3U K ceTH MHTepHET B 000MX HAIIPaBIEHUSX.

6.10. CoTpysHUKH TOMKHBI HOCTOSHHO IIOMHHMTh O HEOOXOIMMOCTH ObecieueHns (PU3NUECKOH 6e30MacHOCTH
00opya0oBaHMs, Ha KOTOPOM XpaHuTcs uHpopmarusa JJ0OVY.

6.11. CorpyanukaM 3ampemeHo  CaMOCTOSTEIbHO M3MEHSTh KOH(UTYpaLHio
aNmapaTHOr0 ¥ MPOrPAMMHOTO 00ECTICUEHHS.

6.12. Bce xommbioTepHOE 000pyHOBaHHE (CepBEphbl, CTALMOHAPHBIE M MOPTATHBHBIE KOMIBIOTEPHI),
nepudepuitHoe o0opynoBaHue (HAIpUMep, MPUHTEPHI W CKAaHEPHI), aKcecCyaphl (MaHUMMYISTOPHI THIIA
"MBIIIB", MIApOBBIEe MAaHUMYISATOPHI, AUCKOBOABI it CD-IMCKOB), KOMMYHHUKAIIHOHHOE O0OPYIOBaHHE
(marmpuMmep, (hakc-MOIEMbl, CETEeBbIC alamnTepbl U KOHIIEHTPATOPHI), JJIs IENeH HACTOSIICH MOTUTHKH
BMECTe UMEHYIOTCA "KOoMITbloTepHOe obopynoBanne”. KommbioTepHOe 000pyIOBaHHUE, MTPEIOCTABICHHOE
JOVY, sBnsiercst ee COOCTBEHHOCTHIO M TPEIHA3HAYCHO JUIS WCIONB30BAHUS HCKIIOUUTEIBHO B
MPOU3BOJICTBEHHBIX IENSX.

6.13. Kaxaplii coTpymHUK, MOJYYMBIIMN B MOJb30BAHHE IOPTATHBHBIA KOMIIBIOTEP, O0A3aH IIPHHATH
HaJAJIeXallie Mepbl 10 00ECIEUEHHIO €r0 COXPaHHOCTH.

6.14. Bce KoMIBIOTEpHI JOKHBI 3aIIMINATHCS TAPOIEM MpPH 3arpy3Ke CHCTEMBI, aKTHBAIMU 110 TOpsSYei
KJIaBUIIM U IOCI€ BbIXOAAa U3 pexuMa "OKpaHHOM 3actaBku". [[nsl yCTAaHOBKA PEKHUMOB 3allUThI
M0JIb30BATENb JOIKEH OOPaTUTHCS K aIMUHUACTpATOpy. JlaHHBIE HE HOKHBI OBITH CKOMITPOMETHPOBAHBI
B Cllyyae XaJaTHOCTH MJIM HEOPEXHOCTH NMpHUBEAIIeH K moTepe o0opynoBanus. [lepen yrunuzanueid Bce
KOMITOHEHTB! O0OpYIOBaHUs, B COCTAB KOTOPHIX BXOAAT HOCHUTENH JAHHBIX (BKIIOYAs XKECTKHE IUCKH),
HEOOXOMMO TPOBEPSATb, YTOOBI yOEIWTHCS B OTCYTCTBUHM Ha HHUX KOH(HMIEHLUHATBHBIX NAHHBIX H
JIMLEH3UOHHBIX MPOAYKTOB. Jl0/KHA BRIMOIHATHCA MIpoueaypa GopMaTUpoBaHus HocuTened nHopmanuy,
HCKITIOYAIOIAsl BO3MOXXHOCTh BOCCTAHOBIICHUS JAHHBIX.

6.15. Ilpu 3anucu Kakoi-1M60 MH(OPMAlMK HAa HOCUTENb Ui Tepefadyd CyObeKTaM, ydacTBYIOLIMM B
WH(POPMAITMOHHOM OOMeHEe, HEOOXOAUMO yOeIUThCS B TOM, YTO HOCUTENb YHCT, TO €CTh HE COAEPIKUT



HUKaKUX UHBIX JaHHBIX. [IpocToe mepedopmaTupoBaHre HOCUTENS HE JaeT TApaHTUH MTOJTHOTO YAaJICHUS
3alMCcaHHOl Ha HeM HH(OpMaIHy.

6.16. ITopTe! nepenaun maHHbIX, B ToM uuciae CD IUCKOBOABI B CTAIMOHAPHAIX KOMIIBIOTEPAX COTPYIHUKOB
JIOY GI0KHPYIOTCS, 32 HCKITFOUEHHEM TeX CyJdaeB, KOrjia COTPYAHUKOM TOTYUEHO pa3pellieHre Ha 3aHiCh
OT aJIMUHHCTPATOPA.

6.17. Bce mnporpammuoe ofecredeHue, YCTAaHOBIEHHOe Ha TpenocTaBieHHOM JIOY KOMIBIOTEPHOM
obopyzmoBanuu, sBiusiercss coOcTBeHHOCThIO JIOY W [OKHO HCHOJB30BATHCS HMCKIIOUUTEIBHO B
MMPOU3BOJACTBCHHLIX LECIIAX.

6.18. Corpynnukam 3ampemaercss yCTaHABIMBATh HA IPENOCTABIECHHOM B IIONBb30BAHHE KOMITBIOTEPHOM
000pyJIOBaHUM HECTAHJAPTHOE, HEIUICH3UOHHOE MPOrpaMMHOE OOECTeYeHHe WM TMPOrPaMMHOE
o0ecrieueHue, He UMEIOIIee OTHOIICHUS K UX ITPOU3BOICTBEHHON ACATENbHOCTH. ECIIN B X0/I¢ BBIMOIHEHUS
TEXHUYECKOro 00CHyXuBaHus OyleT OOHApY)KEHO He pa3pelIeHHOe K YCTAaHOBKE MPOrpaMMHOE
obecrieueHue, OHO OyJeT yIajeHO, a COOOIIEHHUE O HapYIICHWH OYJeT HAmpaBJIEHO HEMOCPEICTBEHHO
PYKOBOAUTEIIO.

6.19. Ha Bcex mopTaTMBHBIX KOMIIBIOTEPAX JOKHBI ObITH YCTAHOBIIEHBI MPOrPAMMBbI, HEOOXOIUMBIE LIS
obecriedeH sl 3aUThl THPOPMAITIH:
*  IIEPCOHAJBHBIN MEXCETEBON KPaAH;
*  aHTHUBHPYCHOE IIPOrPaMMHOE O0ECIICUYEHUE;
*  mporpamMMmHOe obecriedeHr e M (POBAHSI JKECTKUX JICKOB.

6.20. Corpymauku J10Y HE TOIDKHBL:
*  OJIOKHPOBATH AHTUBUPYCHOE ITPOTPaMMHOE 00eCTICUCHHE;
*  yCTaHABJIMBATh JAPYroe aHTUBUPYCHOE TPOrPaMMHOE 00ecTIeueHNE;
*  HM3MEHSTH HACTPOWKH M KOHQUTYPAIHIO aHTUBUPYCHOT'O MTPOrPaMMHOT0 00eCTICUeHHSI.

6.21. DrnekTpoHHBIE COOOIIEHHS JOMKHBI CTPOrO COOTBETCTBOBATH CTAHIAPTAM B OONACTH JEIOBOH ITHKH.
Hcnonp3oBanne 3MEKTPOHHOW TOYTHI B JIMYHBIX HEMsIX He gomyckaercs. COTpyAHHKaM 3aIpernaercs
HampaBIATh KOHPuIeHHAIBHY0 nHpopMainio JJOY 1o anekTpoHHON modTe 0e3 HCIOIB30BaHuUs CHCTEM
mudpoanusa. Ctporo koHbuaeHmuanbHas wHbopManus JIOY, HE Hpu Kakux OOCTOATENbCTBAxX, HE
MTOJUTEXKUT TIEPECHUIKE TPETHUM JIMIIaM IO AJIEKTPOHHOM IoUTe.

6.22. Ucnons3oanue corpyanukamu JIOY  MyOiUYHBIX OYTOBBIX — SAIIMKOB BJIEKTPOHHON  IIOYTHI
OCYIIIECTBIISIETCS TONBKO TIPW COTJIACOBAaHWU C OTBETCTBEHHBIM 3a oOecriedeHrne Oe30MacHOCTH
WH(OpMAIUH P YCIOBUH MPUMEHEHHUS MEXaHU3MOB I ()POBAHUS.

6.23. Corpyauuku JIOY s 06MeHa JOKYMEHTaMHU J0IKHBI HCIIONb30BaTh TOILKO CBOM O(UIIMANLHEILA aapec
3JIEKTPOHHOM MOYTBHI.

6.24. Coobuenus, nepecbliaeMble MO SIEKTPOHHOM MOYTE, HPEICTABIAIOT COOOM MOCTOSHHO HUCIONb3YyeMbIit
WHCTPYMEHT JUISl 3JIEKTPOHHBIX KOMMYHHUKAIIMH, UMEIOLINX TOT K€ CTAaTyC, YTO U MMChbMa U (JaKCUMUIIbHBIE
coo0IIeHHsI. DIIEKTPOHHBIE COOOLIEHUS MOJISKAT TAKOMY JK€ YTBEPKACHUIO U XPAaHEHUIO, YTO U MPOYHe
CpE/ACTBa MUCbMEHHBIX KOMMYHHKALIUH.

B nensax npepoTBpalieHus OmMOOK MPU OTIPaBKe COOOIIEHUH MOJIB30BATENHN MEPe]] OTIIPABKON JOJIKHBI
BHUMATEJIBHO NPOBEPUTH NPAaBUIBHOCTh HANMCAHMS MMEH M aJpecoB Moiydareneid. B ciyuae momydenus
COOOIIEHHS JTULIOM, BHUIMAHHIO KOTOPOI'0 3TO COOOIIEHUE HE MPeIHA3HAYAETCS], TAKOE COOOIIIEHnE HE0OX0MMO
TIepenpaBUTh HEMOCpeACTBEHHOMY HoiydyaTtemo. 6.25. He momyckaercss nmpu MCMOIb30BaHUS JIEKTPOHHOM
MTOYTHI:



pacchuika COOOIIEHWH JMYHOTO XapakTepa, HCHONB3YIOIUX 3HAYUTENbHBIE PEcypCh
3JIEKTPOHHOM TOYTHI;

pacchlIKa peKIaMHbBIX MaTEpPUaJIOB;

MOJNKMCKAa HA PACCBUIKY, y4dacTHe B AMCKYCCHSX W MOJOOHBIE YCIYTH, HWCIONB3YIOIINE
3HAUUTENBHBIE PECYPCHI ATEKTPOHHON MOUTHI B IUYHBIX LIETSX;

MOWCK W YTEHHE COOOIICHHI, HAMpaBIICHHBIX APYTUM JHLAM (HE3aBHCHMO OT CIocoda HX
XpaHeHus);

MepechlTKa JIIOOBIX MaTEepUalioB, KaK COOOIEHNUH, TaK U TPHIIOKEHUH, CoAepKaHUEe KOTOPBIX
SIBIISICTCS.  MPOTHMBO3aKOHHBIM,  HEMPHUCTOHHBIM,  3JOHAMEPEHHBIM,  OCKOPOHMTEIbHBIM,
YIPOXAIOUINM, KJIEBETHUYECKHM, 3JI00HBIM WJIM CHOCOOCTBYET MOBEIEHUIO, KOTOPOE MOKET
paccMaTpuBaThCs KaK YroJIOBHOE MPECTYIUICHWE WM aJIMHUHHACTPATHBHBIA MPOCTYMOK JHOO
MPHUBOJNUT K BO3HHUKHOBEHHUIO TPAXKAAHCKO-TIPABOBOM OTBETCTBEHHOCTH, OECIOPSAKOB WIIH
MIPOTUBOPEYUT CTaHIapTaM B OOJIACTH ITHUKH.

6.26. Bce monp30BaTENH TOKHBI OBITH OCBEOMIIEHBI O CBOCH OOS3aHHOCTH COOOIIATh 00 H3BECTHBIX

WM TOJ03PEBACMbIX MMH HApYIICHUSX HH(MOPMAIMOHHON O0€30MacHOCTH, a TaKKe JIOJDKHBI OBITh

HpOI/IH(l)OpMI/IpOBaHBI O TOM, 4YTO HHM HOpPU KaKUX 00CTOSTEILCTBAX OHH HE JOJIDKHBI IIBITAaThCS

KCII0JIb30BaTh CTABIIME UM U3BECTHBIMU CJIa0bIe CTOPOHBI CUCTEMBI 0e30IMacHOCTH.

6.27. B ciydae Kpasku IepEHOCHOT0 KOMITLEOTEPA CIIEIYeT HE3aMELTUTENBHO COOOMIUTE PYKOBOIUTEITIO.

6.28. Eciu uMeercss Noo3peHME WM BBISBICHO HAIMYME BHMPYCOB WM MHBIX pPaspylIMTETbHBIX
KOMITBIOTEPHBIX KOJIOB, TO Cpa3y Mocje uX 00HapyKEeHUsl COTPYJIHUK 00s13aH:

MPOMH(OPMUPOBATH aIMUHHUCTPATOPA;

HE HCIOJIb30BaTh M HE BKIIOYATH 3apa’KEHHBIA KOMITBIOTED;

HE MMOACOCTUHATE 3TOT KOMITBIOTEP K KoMImbioTepHOH cetr JIOY mo Tex mop, 1moka Ha HeM He
OyzeT mpou3BeNeHO yiaieHre 0OHAPYKEHHOTO BHUpYyca U TIOJHOE aHTHBUPYCHOE CKaHUPOBAHHE
CHELHATHCTOM.

6.29. Corpynuukam JIOY 3anpemaercs:

Hapymats HH(pOpManroHHyI0 O6e30macHocTh U padoty cet JJOY;

CKaHWPOBATH MOPTHI WJIA CHCTEMY 0E30MaCHOCTH;

KOHTPOJIMPOBATh PabOTY CETH C MEPEXBATOM JIAHHBIX;

MOY4aTh JOCTYII K KOMITBIOTEPY, CETH WIIN YUETHOU 3aIMCH B 00XO0J] CHCTEMbI HJICHTU(DUKAIIN
MOJIH30BATENS HITH OE30MaCHOCTH;

nepenaBath HHQOPMALUIO O COTPYJHHKAX WM CHUCKU COTpyAHHKOB JIOY mocTopoHHHM
JIUILAM;

CO371aBaTh, OOHOBIATh WM  PACIPOCTPAHATH KOMIBIOTEPHBIE BUPYCHI W MPOUHE
pa3pymmTenbHOe MPOrpaMMHOE 0OecTeueHuE.

630 OTBETCTBEHHOCTh 3a COXpPaHHOCTb OaHHBIX Ha CTallUOHApPHBIX W IIOPTAaTUBHBIX IIE€PCOHAJIBHBIX
KOMITIBIOTEpAX JIC)KUT Ha IMMOJIB30BATCIIAX.

631 HeO6XO}:[I/IMO PEryisipHo JAejiaTb pPE3CPBHBIC KOMNHWU BCEX OCHOBHBIX CJ'Iy)K66HLIX JaHHBIX U
IporpaMMHOI0O obecreyeHus.

6.32. Bce 3asBKM Ha NPOBEICHHE TEXHUYECKOrO OOCITYKMBAHHMS KOMIBIOTEPOB JOJKHBI HAIIPABIATHCS
aJMUHUCTPATOPY.

7. Yupasjenue nH(pOPMAIHOHHOI §e30MACHOCTLIO

7.1. Yupasnenne UB JIOY BKItouaer B ceds:



pa3paboTky u nojJiepKaHnue B aKTyaJlbHOM  COCTOSIHUH [Monmutrku
nH(POPMAITMOHHOM 0€30MacHOCTH;

pa3paboTky u noJiep)KaHue B aKTyaJIbHOM  COCTOSIHUHU HOPMAaTHUBHO-
METOJIMYECKUX JIOKYMEHTOB 110 obecrieueHuto Wb ;

obecrieueHue Oecriepe0oHOro (yHKIIMOHUPOBAHUS KOMILIeKca cpenctB Ub;

OLICHKY PUCKOB, CBSI3aHHBIX C HapyueHusmu Mb.

8. Peaamsanus noauTHKH HHPOPMALMOHHOI 6€30MacHOCTH

8.1. Peanuzanus IMomuruku UB JIOY ocylecTBiIs€TCs Ha OCHOBAHMH JIOKyMEHTOB, PETJIAMEHTUPYIOLINX
OT/IENbHBIC TIPOLIEAYPHI U TIPOLIECCHI PO ECCUOHATBHON A TETbHOCTH B YITPABICHUU.

9. HOpﬂlIOK BHECEHUSI U3BMEHEHUH U uononnenm‘i B INIOJIMTURY I/IH(l)OpMaIIHOHHOﬁ 0e3omacHOCTH

9.1. Buecenne uzMeHenuii u gononHenuil B IonMTUKY HHPOPMAIMOHHONH GE30MACHOCTH MPOU3BOMUTCS HE
PEeXe OTHOTO pasa B TPU T'OAAA € LIEJIbIO IPUBEIECHUS B COOTBETCTBUE ONIpeneaeHHbIX [T0IMTHKOM 3aIUTHBIX
Mep peaIbHBIM YKU3HEHHBIM YCIIOBHSIM U TEKYIIUM TPEOOBAHMIM K 3alIUTE HHPOPMAIUH.

10 KOHTpOJ’IL 3a c00.TI0IEeHUEM MOJTUTHKHU mu])opMaunom{oﬁ 0e30macHOCTH

10.1. Texymmii koHTpPOIL COOMIOAEHHS BBINOIHEHHS TpeboBanuii [TonuTrky HHGOPMALMOHHOM 6E30MacHOCTH
JOY Bo3naraercst Ha COTPyJHHMKA, HA3HAUCHHOI'O IIPUKA30M PyKOBOJIUTE.

10.2. PykoBomuTens Ha peryispHOH OCHOBE PacCMaTPUBAET PEANH3aLMI0 M COOIMIOJEHHE OTAEIbHBIX
nojokeHuit [TomuTuku HMHOOPMAIMOHHOW 0€30IACHOCTH, a TaKKe OCYIIECTBIISACT IOCICAYIOUUI
KOHTPOJIb 33 COOJIIO/ICHHEM €€ TpeOOBaHUH.
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